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Preface

Thank you for choosing4POM! Please redithis user guide before you start.

Conventions

The typographical elements that may be found in this document are defined as follows.

Item Presentation Example

Cascading menus > Internet Settings> LAN Setup

Parameter and value Bold SetSSI0Do Tom

Variable Italic Format: X XXXXXXXXXXX

Ul control Bold On theQuick Setuppage, click th&avebutton.

The symbols that may be found in this document are defined as follows.

Symbol

I__lyNote
! /7
‘@'Tip

Meaning

This format is used to highlight information of importaraespecial interest.
Ignoring this type of note may result in ineffective configurations, loss of data
damage to device.

This format is used to highlight a procedure that will save time or resources.

Acronyms and Abbreviations

Acronym or
Abbreviation

AC

AC
ACK
AES
AIFSN
AP
APSD
ARP
BE

BK
CAT5e
CSMA/CA

Full Spelling

Access Controller (Network Equipment)
Access Category (WMM settings)
Acknowledge

Advanced Encryption Standard
Arbitration Inter Frame Spacing Number
Access Point

Automatic Power Save Delivery
Address Resolution Protocol

Best Effort

Background

Category 5 Ethernet

Carrier Sense Multiple Access with Collision Avoidance



Acronym or
Abbreviation

CTS
Cwmax
Cwmin
DHCP
DIFS
DNS
DTIM
EDCA
Gl

IP

ISP
LAN
MAC
MIB
MU-MIMO
NMS
NTS
OID
PoE
PPP
PVID
QVLAN
RADIUS
RF
RSSI
RTS
SNMP
SSID
STA
SYS
TCP/IP
TKIP
TXOP
ul
UTF8
VI

VID
VLAN
VO
WAN

Full Spelling

Clear To Send

Contention Window Maximum
Contention Window Minimum
DynamicHost Configuration Protocol
Distributed InterFrame Spacing
Domain Name Server

Delivery Traffic Indication Message
Enhanced Distributed Channel Access
Guard Interval

Internet Protocol

Internet Service Provider

LocalArea Network

Medium Access Control
Management Information Base
Multi-User Multiplelnput Multiple-Output
Network Management System
Network Time Server

Object Identifier
Powerover-Ethernet

Point to PointProtocol

Port-based VLAN ID

802.11q VLAN

Remote Authentication Didh User Service

Radio Frequency

Received Signal Strength Indicator
Request To Send

Simple Network Management Protocol
Service Seidentifier

Station

System

Transmission Control Protocol/Internet Protocol

Temporal Key Integrity Protocol
Transmission Opportunity

User Interface

8-bit Unicode Transformation Format
Video Stream

Virtual ID

Virtual Local Area Network

Voice Stream

Wide Area Network



Acronym or

Abbreviation Al spelig

WEP Wired Equivalent Privacy

WMF Wireless Multicast Forwarding

WMM Wi-Fi Multimedia

WPA Wi-Fi Protected Access

WPAPSK Wi-Fi Protected Acced@reshared Key

Technical Support

If you need more help, contact us by any of the following means. We will be glad to assist you

as soon as possible.

W = @

+86-75527653089 info@ip-com.com.cn http://www.ip -com.com.cn
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1 Login

1.1 Loggingn to the web Ul of the AP

Before you start, ensure that

i The AP is properly connected to a computgth an Ethernet cable

i The IP address of the management computdan the same network segment of the
AP.For example, if the IP address of the AP is 192.168.0.254, the management
computer should be configured with an IP address of 192.168X.2~253) For
how to configure the computer with a specified IP address sé in Appendix.

Procedure

1. Start a web browser on the computer, enter the IP address of the AP (default:

192.168.0.25%in the address bar, and preBater (Windows) oReturn(Mac)on the
keyboard

o S

MNew Tab b4 +

C @ 1921680.254 (2]

I__|fNote

How to obtain the login IP address:

The default login IP addresslid2.168.0.254which could be found on the rear paneltbé AP.
You are recommended to note it down and keep it safely for later use.

If the AP isnanaged by an HEOM Aaccess controllegr an IP-COMrouter with AP
functionality, the IP addressf the APis assigned bthe management ’ZOM AC or routeflo
obtainit, go to the web Ul of the A@ the router to view the new IP address of the AP.

2. Enter the user name and passwodefault:admin/admin), andclickLogin
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Access Point

Default user name: admin

Default password: admin et

Q English r

Forget password?

mNote

- Ifthelogin page does not appear, refer@l in A.2 FAQ
- To modify the login user name and passwaekAccount

---End

1.2 Loggingout

The system logs you outhen you:
i Close the web browser

i Log in to the web Ul of the AP but perform no operation within toagyin Timeout
Interval (default: 5 minutes).

|
'@'Tip

LoginTime Intervalallows you to set how long you can stay on the web Ul, which could be madalfied
navigating toTools>Date & Time>Login Timeout Interval
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1.3 WebUllayout

The web Ul of the ABbnsistsof four sections including thdevell, andlevel2 navigation
bars, tab page areaand the configuration area. See the following figure

A Status e LAN Setup e I

47 Quick Setup MAC Address C8:3A:35:D7:07:30

& Internet Settings IP Address Type DHCP (Dynamic IP Addi v
| e | P Address | 1621690 25

DHCP Server,
Subnet Mask 255.255.255.0

F  Wireless
Default Gateway 0.0.0.0
X Advanced
Primary DNS 0.0.0.0

@, Tools
Secondary DNS 0.0.0.0
Device Name Access Point
Optimize Ethernet for. @ Faster Speed (Auto Negotiation)
Longer Distance (10 Mbps Full Duplex)
No. Name Description
1 Levell navigation bar

o Used to display the function menu of th&P. Users can selec
2 Levet2 navigation bar functions in the navigatiobars and the configuration appears

the configuration area.
3 Tab page area

Configuration area Used to modify or view your configuration.

i

|
-()-Tip

The functions and parameters dimmed on the web Ul indicate that they cannot be changed in the current
configuration or they are not supported by the A®.configuresuchfunctions or parameters, configure
their related functions or parameters first.
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1.4 Hequently-used buttons

The following table describes the frequentiged buttons available on the web Ul of tAe

Button Description
Used to save the configuration on the current page and enable the configurat
to take effect.
- Used tomodify the current configuration on the current page back to the origin
cancel configuration.
q Used to get the online help.
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2 Status

This modulegresents you with an overall running status of the liBludingsystem status,
LAN port statusyireless statug2.4 GHz and 5 GHaffic statistics, anihformation of
wireless clientgonnected to the APYou are allowed to view rather than modifying here.

2.1 Systemstatus

This page displays thgystem Statusand LAN Port Statusf the AP.

To access the pagehooseStatus> System Status
A System Status

System Status |

System Status
Device Name:  Access Point Uptime:  Shrs50min56sec
System Time:  2019-03-30 17:16:36 Firmware Version:  V1.0.0.3(3889)
Hardware Version: V1.0 Number of Wireless 0
Clients:

Parameter description

Parameter Description

) It specifies the name of the AP.
Device Name o _
You cammodify it on Internet Settings> LAN Setuppage

Uptime It specifies the time that has elapsed since the AP startasifime.
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It specifies the current system time of the AP.
System Time '@‘Tip

Firmware Version
Hardware Version

Number ofWireless
Client

A LAN Port Status

LAN Port Status:

MAC Address:

Subnet Mask:

Secondary DNS:

To make timerelated configurationsvork properly, ensure that the system time
is correct.You can modify it omools>Date & Timepage.

It specifies the current firmware version number of the AP.

It specifies the current hardware version number of the AP.

It specifies thaquantity ofwireless devicesurrentlyconnected to the AP.

D8:38:0D0:D7:07:30 IP Address:  192.168.1.161
255.255.255.0 Primary DNS:  0.0.0.0

0.0.0.0

Parameter description

Parameter

MAC Address

IP Address

Subnet Mask

Primary DNS Server

Description

LG aLISOAFASA GKS LKe&aAOlft | RRNBaa
If you connect the AP to othelevices using Ethernet cables, the AP uses th
MAC address to communicate with those devices.

It specifies the IP addre&@sT (1 KS !t Qa [ ! lusedddldglinto .
the web Ul.

You can modify it omternet Settings>LAN Setupage
It specifies the subnet mask of the AP.

It specifies the primary DNS server of the AP.

Secondary DNS Server It specifies the secondary DNS server of the AP.
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2.2 Wireless status

This page displayadioinformationand SSID informatioof the APYou can get a glance of
whether ornot the radio frequency RH function is enabledthe network mode itcurrently
uses, andthe channel it operatesas well asll the SSIDeelated information.This page
includesRFEstatus and SSID status

To access the pagehooseStatus>WirelessStatus
A RFstatus

24 GHz 5 GHz

RF Status

RF:  Enabled Network Mode:  11b/g/n

Channel: 5

Parameter description

Parameter Description
It specifies whether the WiFi network at the corresponding band is
enabled.
RF - Enabled WiFi network at the corresponding band is enabled.
- Disabled WiFi network at the corresponding band is disabled.
NetworkMode It specifies the network modeurrentlyenabledby the AP on each radio
band.
It specifies the current channel the AP operates on either2.4 GHz or ¢
Channel

GHz band.
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A SSID status

SSID Status
SSID MAC Address Status Security Mode
W6E3APVL.O-TEST C8:3A:35:D7:07:31 Enabled None
IP-COM_D70731 C8:3A:35:D7:07:32 Disabled None
IP-COM_D70732 C8:3A:35:D7:07:33 Disabled None
IP-COM_D70733 C8:3A:35:D7:07:34 Disabled None
IP-COM_D70734 C8:3A:35:D7:07:35 Disabled None
IP-COM_D70735 C8:3A:35:D7:07:36 Disabled None
IP-COM_D70736 C8:3A:35:D7:07:37 Disabled None
IP-COM_D70737 C8:3A:35:D7.07:38 Disabled None

Parameter description

Parameter Description
Wireless networlhameof the AP. The AP supports up8&SIDs 08.4 GHz
and4 SSIDs ob GHz

SSID \

llllzl@'-

“Tip
The 1st SSID on the list indicates fingnary SSID. By default, only the
primary SSID on each radio band is enabled.
MAC Address It specifies the physical address of therespondingwireless network
Status It specifies whether or not the corresponding WiFi network is enabled.

Security Mode It specifies the security mode adopted by the corresponding WiFi networ
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2.3 Trafficstatistics

This pageallows you to vievstatistial information about traffic based on SSID

To access the pagehooseStatus> Traffic Statistics

SsID Received Traffic Recei\adtyri‘)a chets Transmitted Traffic Transmi(t(;::}Packets
W63APY1.0-TEST 0.00MB 17 0.36MB 2876
IP-COM_D70731 0.00MB 0 0.00MB 0
IP-COM_D70732 0.00MB 0 0.00MB 0
IP-COM_D70733 0.00MB 0 0.00MB 0
IP-COM_D70734 0.00MB 0 0.00MB 0
IP-COM_D70735 0.00MB 0 0.00MB 0
IP-COM_D70736 0.00MB 0 0.00MB 0
IP-COM_D70737 0.00MB 0 0.00MB 0
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2.4 dient list

This pageallows you to viewvirelessclientsconnected toeach SSID of thePand their basic
information, and to block unknown wirelesdients. Here,cclients refers to the devices

A 2 s oA x

O2yySOGSR G2 (GKS !'tQa ¢gANBfSaa ySig2Nlaod
To access the page, chodSmatus> Client List
2.46sz

Clients connected to the S5ID: SSID: Test 01 v

Connection Transmit Receive

ID MAC Address IP Address  Client Type Duration Rate Rate Block
1 54:B1:21:56:62:45  192.168.1.147  Android 00:10:57 48Mbps 12Mbps Q
2 50:2B:73:D0:68:DC  192.168.1.120 Win7 00:09:08 43Mbps 54Mbps Q
3 E4:9A:DC6E:30:49 192.168.1.140 10s 00:07:22 36Mbps 24Mbps (%]

10 * | intotal/Page

Parameter description

Parameter Description

Select the SSID from the drdpwn list menuto view clientinformation

SSID connected to it.
MAC Address It specifies the physical address of the client.
IP Address It specifies the IP address of the client.
It specifies the opetting system of the client.
Client Type The AP identities thelient type on two conditiorns
i Theldentity Client Typefunction is enabledTo enable it, navigate to
Wireless>Advanced Settings
i The client connected to the AP has accessetitip:// website.
Otherwise - is displayed.
Connection Duration It specifies the online time of the client.
Transmit Rate It specifies thaeal timetraffic the client has transmitted.
Receive Rate It specifies thaeal timetraffic the client has received.
Block click @ to block the client from accessitigk & wir¢le@sinetwork.

10
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Parameter Description
To unblocla client, navigateto Wireless> Access Control

11
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3 Working mode

The AP supportdPmode (default mode)and Client+APmode. This chapter introduces how
to set the working mode ahe AP

3.1 AP mode(default mode)

3.1.1 Typical network topology

In this mode, the AP connects to the interneta wired mannerand converts wire network
into wireless network. Sedé followingtypicalnetwork topology.

Internet

DO AP(in APmode)

N}
| |
d & S
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3.1.2 Getting familiar with AP modeconfigurationpage

To access the configuration page, cho@seck Setup

Quick Setup

Radic Band 2.4GHz v
Working I'»'10d Client+AP
SSID WB3APYV1.0-TEST
Security Mode None v

a

Parameter description

Parameter

Radio Band

Working Mode

SSID

Security Mode

Description
It is used to select the radio band for configurations.

It specifies thevorking modes supported by the device.

- APmode (default mode): This mode is usedi&ploy wireless networks by
connecting the AP to the internet in a wired manner

- Client+APmode: This mode is used to extend the existing wireless network
bridging theupstream wireless signals.

PrimaryWireless network namef the AP.

@i

The 1st SSID on each radio band indicateptheary SSID.

Li aLISOAFTASE (KS aSOdaNRiGe& Y2Z2RS Naedz
WEP WPAPSKWPA2PSKMixed WPA/WPAZ2PSKWPAand WPA2
SeeSecurity Modefor details.

3.1.3 Configuring AP mode

Log in to the web Ul of the AP, and cho@aéckSetupto enter the configuration page first.
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‘\G“D" Tip

1 By default, the device works BPmode.

i The following introduces how to set the device into AP mode on 2.4 GHz band. Configuration on 5
GHz is identical.

1 The device supports up ®SSIDs 08.4 GHband and4 SSIDs ob GHzand. The SSiilated
parameters on this page refer to the first (primary) SSID of the AP.

Before you start

Ensure that the upstream router has connected to the internet successfully.

Procedure

1. Select2.4 GHZrom the Radio Bandirop-down list menu.

2.  SetWorking Modeto AP.

3. Customize an SSIRifeless network namgein the SSIDbox, which isP-COM_WiFin this
example.

This SSID is also your primary SSID on 2.4 GHz band.

4. Select the security mode from tH&ecurity Modedrop-down list menu, which is
WPA2PSKn this example.

5. Select theEncryption Algorithm which iSAESN this example.
6. Set a WiFi password in ti&eybox.

7. ClickSaveto apply your settings.

Administrator: admin

Quick Setup

Radio Band 2.4GHz v Save

Working Mode @ AP Client+AP Restore
SEID IP-COM_WiFi
Help
Security Mode WPAZ-PSK v
Encryption Algorithm ®AESUTKIPC TKIP&AES

Key

—End

After configurationyou can connect wireless devices to the WiFi network of your AP using
the SSID and WiFi password you set.
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3.2 Client+APmode

3.2.1 Typical network topology

In this modethe AP extendthe existing wireless network by bridging the upstream wireless
signals See he followingtypical networktopology

Router <-.1‘.'

PoE
Switc

AP(in APmode)

«@

B & & B & &

3.2.2 Getting familiar with Client+AP mode configuration page

To enter theconfiguration page, séVorking Modeto Client+AP Se the followingfigure.

Quick Setup |

Radic Band 2.4GHz v

Weorking Mode AP ® Client+AP

SSID
Security Mode None v

Refresh Scan

Save Cancel
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Parameter description

Parameter Description
Radio Band It is used to select the radio band for configurations.

It specifies the working modes supported by the device.

- APmode (default mode): This mode is used to deploy wireless networks b
Working Mode connecting the AP to the internet in a wired manner.

- Client+APmode: This mode is used to extend the existing wireless network
bridging the upstream wireless signals.

It specifes thewireless network name of the upstream wireless network you

SSID selected.

It specifies the security mode adopted by the upstream wireless network you
Security Mode selected.
SeeSecurity Modefor details.

Key It specifies the WiFi password for the upstream wireless network you selected.
Refresh Used to refresh the scan results.

- Scan Used to scan nearby available wireless netwofrk& scan results are
displayed on the lower page.

- Disable The button only appears after you clicked Scan. It is used to end t
scan operation and collapse the scan result.

Scan/Disable

3.2.3 Configuing Client+APmode

Log in to the web Ul of the AP, and cho@agck Setupto enter the configuration pagérst.

]
‘@'Tip

1 By default, the device works BPmode.
1 The following introduces how to set the device itbent+APmode on 2.4 GHz band. Configuration
on 5 GHz is identical.

1 This device does not support duznd bridging irClient+AP modeEnabling Client+AP mode on 2.4
GHz band cleaGlient+AP configuratiofif any)on 5 GHband. And vice versa.

Procedure
1. Select2.4 GHZrom the Radio Bandirop-down list menu.
2. SetWorking Modeto Client+AP

3. ClickScan Thenearbyavailable radio signals appear on the lower page.
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]
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“Tip

=

If the SSID for bridging is not displayed, check if your upstream wireless network is enabled. If not,
enable it Then refresh the scan result.

4. Select the WiFi networto bridge, which i$P-COM_Routeln this example.

Thedevice detects and autblls SSIDSecurity Mode Encrypton, and Algorithm of the
upstream wireless network for ygexcept theKey, which requires you to enter
manually.

5. ClickSaveto apply your settings.

Quick Setup |

Radio Band 2.4GHz r
Working Mode AP ® Client+AP
SSID IP-COM_Router
Security Mode WPA-PSK & WPAZ2-PSE v
Encryption Algorithm @ AES TKIP TKIP&AES

Key

Click to refreshe—| reresn [ osae +—> Clickto collapse san result

scan result o

Channel Signal
Select SsID MAC Add Ch I S ity Mod
elec ress Bandwidth anne ecurity Mode Strength

ScanI result

Mixed

IP-COM_Router D8:32:14:4C:CBT1  20MHz 1 WP AAWPALPEK M

---End

After the configurationdevices connected to the AP can access the upstream wireless
network.
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4 Internet settings

4.1 LANsetup

4.1.1 Overview

This sectiorintroduces how to
i Modify the IPaddress obtaining method of the AP
i Modify device name
i Modify negotiation mode.

To access the configuration paghooselnternet Settings>LAN Setup

LAN Setup |

MAC Address C8:3A:35:D7:07:30
IP Address Type Static IP v
IP Address 192.168.0.254
Subnet Mask 2552552550
Default Gateway 0.0.0.0
Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0
Device Name Access Point

Optimize Ethernet for @ Faster Speed (Auto Negotiation)

Longer Distance (10 Mbps Full Duplex)

Save Cancel
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Parameter description

Parameter

MAC Address

IP Address Type

IP Address

Subnet Mask

Default Gateway

Primary DNS

Secondary DNS

Device Name

OptimizeEthernet
for

Description
It specifies the MAC addressofthe Q& [ ! b LJ2 NI &

It specifies IP addresdbtaining method of the AP.

T Static IP(default): You are requiredto setrelated parametersmanually.

i DHCRDynamic IP AddressTheAPautomatically obtains related parameters
from a DHCP serven your LAN network.

It specifies thee,ANIP addresgalso the login IP addressi the AP.Default
192.168.0.254

It specifies the subnet mask of the ARfault 255.255.255.0

It specifies the gateway IP addregghe AP.

Generally enter the LAN IP address of the routehich hasnternet accessibility
into this box

It specifies the IP address of the primary DNS server of the AP.

If DNS prox function is supported on yououter connected to the internet, you
can set the IP address of the primary DNS server to the LAN IP address of you
router. Otherwise, enter a correct DNS server IP address.

It specifies the IP address of the secondary DNS server aiRh&his parameter is
optional.

It specifies the name of the AP.

@-ip

ForlaterO2 Yy @SYASY G YIyl 3SYSy (s @&2dz I NB
name.

I=
-

T Faster SpeedAuto Negotiation): This option features a high data rate tsitort
transmission distance. Generally, we recommend you select this option.

i Longer DistancelQ Mbps Half Duple) This option features long transmission
distance but low data rate. Generally, the negotiated speed is 10 Mbps.

|
-()-Tip

If the Ethernet cableonnecting the Ethernet port of the AP to the peer device
longer than 100 meters, thLonger Distancenode is recommended. In this cas
ensure that the peer device adopts auto negotiation option.
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4.1.2 Configuringthe AP to obtain IP address automatically
(for multiple APs)

To access the configuration page, chobgernet Settings>LAN Setup

Procedure

1. Sded DHCRDynamic IP Addressjom the IP Address Typdrop-down listmenu.

The IP addresselated parameters dimmed and cannot be configured.

2. ClickSaveto apply your settings.

LAN Setup I

MAC Address C8:3A:35:D7:07:30

IP Address Type DHCP (Dynamic IP Add ¥

IP Address 192.168.0.254
Subnet Mask 255.255.255.0
Default Gateway 0.0.0.0
Primary DNS 0.0.0.0
Secondary DNS 0.0.0.0
Device Name Access Point

Optimize Ethernet for @ Faster Speed (Auto Negotiation)

Longer Distance (10 Mbps Full Duplex)

Save Cancel

---End

To view the new IP address assigned to the AP, go tagheeamDHCRlient list
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4.1.3 Configuringthe AP to use atic IPaddress(for few APS)

To access the configuration page, chotrgernet Settings>LAN Setugirst.
Procedure
1. Sded Static IPfrom theIP Address Typdrop-down listmenu.
The IP addreselated parameters become configurable.
2. Customize required parameters.

3. ClickSaveto apply your settings

LAN Setup |

MAC Address C8:3A:35:D7:07:30
[P Address Type Static IP v
IP Address 192.168.0.254
Subnet Mask 2552552550
Default Gateway 0.0.0.0
Primary DNS 0.0.00
Secondary DNS 0.0.0.0
Device Name Access Point

Optimize Ethernet for: @ Faster Speed (Auto Negotiation)

Longer Distance (10 Mbps Full Duplex)

Save Cancel

---End

After the configuration, ithe new IP address of the AP belongs to the same network segment

as the IP address of your management computer, you can log in to the web Ul of the AP
RANBOGfE dzaAy3d GKS ySé Lt |RRNBaad® hiKSNBAA
new IP addrss, assign your computer an IP address that belongs to the same network

segment as the new IP address.
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4.2 DHCRPserver

4.2.1 Overview

The AP supports the DHCP server function to assign IP addressegcasd®nnected to .it
By defaultthis function is disabledAfter this function enabled, the following page appears.

|__|iNote

If another DHCP server is available in your LAN, ensure that the IP address pool of the AP does not overlap

the IP address pool of that DHCP server. Otherwise, IP address conflicts may occur.

DHCP Server DHCP Clients

pHcp server @)

Start IP Address

End IP Address

Subnet Mask

Gateway Address

Primary DNS

Secondary DNS

Lease Time

192.166.0.100

192.166.0.200

2552552550

192.168.0.1

192.168.0.1

1 day

Cancel

a

Parameter description

Parameter

DHCP Server

Description

it is disabled.

Start IP Address L d

AaLSOATASA

value is192.168.0.100

LG

AaLSOATASA

value is192.168.0.200

End IP Address

‘\G‘D" Tip
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It specifies whether or not to enable the DHCP server function of the AP. By de
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Parameter

Subnet Mask

Gateway Address

Primary DNS

Secondary DNS

Lease Time

Description
TheEnd IP addresmust be greater than th&tart IP address

It specifies the subnet mask assigned by the DHCP server to devices. The def:
value i255.255.255.0

It specifies the gateway IP address assigned by the DHCP server to devices.
Generally, it is the LAN IP address of the router connected to the internet. The
default value i492.168.0.1

'\@" Tip

Only through a gateway can a LAN device access a server or hdsisuit in the
local network segment. You are recommended to enter a gateway IP address \
can access the internet. Otherwise, the device in the LAN network cannot acce
the internet.

It specifies the DNS server address provided by k&r If you do not know it,
please consult your ISP.

@-Tip

To enable devices to access the internet, set this parameter to a correct DNS ¢
IP address or DNS proxy IP address.

I=
-

It specifies the second DNS server address (if any) providedubyS@This
parameter is optional, which indicates you can leave it blank if your ISP does n
provide this parameter.

It specifies the validity period of an IP address assigned by the DHCP server tc
device. By default, it itday.

Whenhalf of the lease time has elapsed, the device sends a DHCP request to 1
DHCP server to renew the lease time. If the request succeeds, the lease time i
extended based on the request. Otherwise, the device sends a request again v
718 of the lease timénas elapsed. If the request succeeds, the lease time is
extended based on the request. Otherwise, the device must request a new IP
address from the DHCP server after the lease time expires.

You are recommended to retain the default value.

4.2.2 Configuring DHE serverof the AP

To access the configuration page, chotgernet Settings>DHCP Server

Procedure

1. EnableDHCP Servdunction.

2. Customize required parameters.
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1 TheEnd IP Addresmsust be greater than th&tart [P Address

1 TheStart IP Addres€End IPAddress and Gateway Addressnust belong to the same network
segment as that of the LAN IP of the device.

3. ClickSaveto apply your settings.

DHCP Server DHCP Clients I

DHCP Server ()

Start IP Address 192.168.1.100

End IP Address 192.168.1.200
Subnet Mask 2552552550
Gateway Address 192.165.1.1
Primary DNS 192.168.1.1
Secondary DNS

Lease Time 1day v

Save Cancel

4.2.3 ViewingDHCP clients

Toview DHCP clients and their connection informationoosenternet Settings>DHCP
Server,and clickhe DHCP Clientgb. See the following figure.

DHCP Server DHCP Clients I

Refresh

DHCP client list

ID | Host Name IP Address MAC Address Lease Time
\\/2

1 Honor_9-2b0d9d81e4... 192.168.1.147 54:B1:21:56:62:45 23hrs 57min 55sec

10 » intotal/Page
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5 Wireless

5.1 SSID

5.1.1 Overview

This module enables you to set S&lated parameters of the AP.

To access the configuration pagbooseWireless>SSID

Administrator: admin
2.4 GHz SSID Settings 5 GHz SSID Settings

SEID IP-COM_BEBEBE r Save
Enable i
n ® Enable Disable Restore
Broadcast SSID @ Enable Disable
Help
Isolate Client Enable (® Disable
WMF  ® Enable Disable
Suppress Broadcast Probe Enable @ Disable
Response
Max. Mumber of Clients 48 Range: 1 to 128

SSID IP-COM_BBEEaS
Chinese SSID Enceding UTF-8 v

Security Mode None v

Parameter description

Parameter Description

SSID Select one SSID from the dedpwn list menu.
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Parameter Description
@-1ip
The AP allows you to enal8e&sSIDs 08.4 GHband, and4 SSIDs oB GHzand.
Enable Used to enable or disable the wirelasstwork you selected.

Broadcast SSID

IsolateClient

WMF

Suppress Broadcas
Probe Response

Max. Number of
Clients

Chinese SSID
Encoding

- Enable Nearby wireless clients can detect the SSID.

- Disable Nearby wireless clients cannot detect the SSID, and you need to €
the SSID manually on the wireless clienaccess the wireless network.

This parameter implements a function similar to the VLAN function for wired
networks. It isolates the wireless devices connected to the same WiFi network,
that the wireless devices can access only the wired network connected to the /£
You can pply this function to hotspot setup in public spaces, such as hotels anc
airports to improve network security.

The number of wireless devices keeps increasing currently, but wired and wirel
bandwidth resources are limited. Therefore, the multicesthnology, which
enables singlgoint data transmission and mujtioint data reception, has been
widely used in networks in order to reduce bandwidth requirements and prever
network congestion.

Nevertheless, if a large number of devices are connectedvtireless interface of ¢
WiFi network and multicast data is intended for only one of the devices, the dai
still sent to all the devices, which increases unnecessary wireless resource use
and may lead to wireless channel congestion. In addition,icagt stream
forwarding over an 802.11 network is not secure, either.

The WMF function of the AP converts multicast traffic into unicast traffic and
forwards the traffic to the multicast traffic destination in the WiFi network, helpit
save wireless resoaes, ensuring reliable transmission, and reducing delays.

If enabled, this device does not respond to the requests without an SSID, savir
wireless resources.

This parameter specifies the maximum number of devices that can connect to 1
WiFi network corresponding to an SSID. If the number is reached, the WiFi net
rejects new connection requests from devic&his limit helps balance load amon
SSIB.

'\@" Tip

The A supportsl28 clients at most. That is to say, clients connected to all
enabled wireless networks of the AP cannot exceed 128. If you enable mt
SSIDs, plan your maximum number of clients to each SSID first.

It specifieghe character encoding format.
Available options includ&B2312and UTF8.
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Parameter Description

A proper encoding format lets the SSID containing Chinese characters be dis
normally across devices.

I=
-

p

It specifies the security modes supported by the APudinb:
- None This wireless network is open. The security level is the lowest.
- WEP Wired Equivalent Privacy. The security level is very low.

- WPAPSK, WPAPSK, and Mixed WPA/WPA2SK Applicable to most
scenarios.

WPA and WPAZThis mode provides highesecurity level. It se 802.1 x
RADUIS to encrypind is applicablé enterprises.

Security Mode

SeeSecurity Modefor details.

Security Mode

A WiFi network uses radio open to the public as its data transmission medium. If the WiFi
network is not protected by necessary measures, any device can conribet network to
access unprotected data over the network or the resources of the netWwarkensure
communication security, transmission links\WiFinetwork must be encrypted.

The AP supports various security modes for network encryption, inclixbng, WER
WPAPSKWPA2PSKMixed WPA/WPA2PSKand WPAWPA2

A None

It indicates that any wireless device can connect to the WiFi netwinis. option is not
recommended because it leads to network insecurity.

A WEP

It uses a static key to encrypt all exchanged data, and ensures WaRAN has the same level
of security as a wired LAN. Howeveaatalencrypted based on WEP can be easily cracked. In
addition, WEP supports a maximuiFinetwork throughput of only 54 Mps. Therefore,

this security mode is not recommended.

A WPAPSKWPA2PSKandMixed WPA/WPAZ2PSK

They belong to prehared key or personal key modes, where Mixed WPA/\APBR supports
both WPAPSK and WPARSK.

WPAPSK, WPARSK, and Mixed WPA/WRRZK adopt a prehared key for authentication,
while the AP generates another key for data encryption. This prevents the vulnerability
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caused by static WEP keys, and makes the three security modes suitable for easaunty

of home WiFi networkd\evertheless, because the initial pgbared key for authentication is
manually set and all devices use the same key to connect to the same AP, the key may be
disclosed unexpectedly. This makes the security modes not saifi@bscenarios where high
security is required.

A WPA and WPA2

To address the key management weakness of \WBK and WPARSK, the WiFi Alliance puts
forward WPA and WPA2, which use 802.1x to authenticate devices and generate data
encryptiorgoriented rootkeys. WPA and WPAZ2 use the root keys to replace thalpmesd
keys that set manually, but adopt the same encryption process asRERAand WPARSK.

WPA and WPA2 uses 802.1x to authentickeicesand the login information of deviceis
managed by thelevice This effectively reduces the probability of information leakage. In
addition, each time a device connects to an AP that adopts the WPA or WPA2 security mode,
the RADIUS server generates a data encryption key and assigns it to the device, which makes
it difficult for attackers to obtain the key.hese features of WPA and WP urity modes

help increase network security significantly, making WPA and WPA2 the preferred security
modes ofWiFinetworks that require high security.

5.1.2 Modifying SSIBrelated parameters

To enter the configuration page, choogéreless> SSILIirst.

Procedure

'\@" Tip

The following takes configuration on 2.4 GHz band for exariplgfiguration on 5 GHz is identical.

The following introduces how to modify parameters on this padedify them based on your actual
requirements

1. Select the SSID from tlI8SIDdrop-down list menu

2. Set Statusto Enable

3. (Optional) BableBroadcast SSiDsolate ClientIsolate SSIDVMF, and modify the
number of client that can connect to this specific SSID irMhr. Number of Clientdox
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“Tip

=

The AP support$28clients at mostThat is to say, clients connectedatthe enabled
wireless networks athe AP cannot exceed 128. If yenable multiple SSIDs, plan your
maximum numbeof clients to each SSID first.

i The ARillows you to enabl8 SSIDs 08.4 GHband, and4 SSIDs 0B GHz

4. (Optional)CustomizeSSID and securiglated parameterss required

- SSIDModify the default one ihecessary.

- Chinese SSID Encodimgproper encodingoimat lets the SSID containing Chinese
characters be displayed normally across devices.

- Security Mode:Choose a security mode and configure related parameters.

5. ClickSaveto apply your settings.

24 GHz 5 GHz I

SSID Test 01 v
Status @ Enable Disable
Broadcast S5ID @ Enable Disable
Isolate Client Enable ® Disable
[solate SSID Enable % Disable

WMF Enable * Disable
Max. Number of Clients 43
SSID Test_01
Chinese SSID Encoding UTF-8 v
Security Mode Mixed WAPMWPAZ-PSK
Encryption Algorithm @ AES TKIP TKIP&AES
Key

Key Update Interval 0

Save Cancel
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5.1.3 Exampleof configuringa WiFi network encrypted by
WPA or WPA2

Network topology

Routeré
PoE
switch 0
RADIUS server

S, APIP: IP: 192.168.0.20(
» 192.168.0.254

<&
SSIDhot_spot

' "
B & S

- -

4

o

Configuration description

Configuringa WiFi networlencrypted by WPA or WPA2volves operations across various devices.
This guide will walk you through the configuratistep by step.

The followingtable summarizes theoverall steps Get yourself familiar with the whole process
before you start.

Step Task Description

Select the SSID you want to implement the RADIUS authenticatio
1 Configurethe AR and enable itModify the SSID as required. Then set the security
mode to WPA2 and enter the RADISU seretated parameters.

2 Qreate RADIUS client. Create a RADIUS client first, and then create a remote access pol
Configure wireless

3 network informationon
the wireless client.

Add the wireless network enabled withPA or WPA®f the AP
manually, and configure its security settings.
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Procedure

1. Configure the AP.

’,

“Tip

nn@'-

In this case, we assume that you have installed and configured a RADIUS server in your company,
and have btainedthe following information

- RADIUS ServelP address or domain name of the RADIUS server, wHiéR.i568.0.200n
this example.

- RADIUS PortPort number used for authentication, whichli812in this example

- RADIUS #&ssword Password used for authentication whicil345678n this example.
(1) Selectan SSID from th&SIDdrop-down list menu, and set th8tatusto Enable
(2) Modify the SSIDOo hot_spot.

(3) Sded WPA2from the Security Modedrop-down list menuThe RADIU&lated
parameters appear.

(4) Enter youRADIUS ServeRADIUS PortandRADIUS Passworé@arameters on the
following figure are onlyor examples.

(5) SetEncryptionAlgorithmto AES
(6) ClickSaveto apply your settings.
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SSID Test_01 v

Status @ Enable Disable

Broadcast SSID Enable ® Disable

Isolate Client Enable ® Disable

[solate SSID Enable ® Disable

WMF Enable ® Disable

Max, Number of Clients 48 (Range: 1 to 128)

SSID hot_spot

Chinese SS5ID Encoding UTF-5 v

Security Mode WPA2 v

RADIUS Server 192.168.0.200

RADIUS Port 1812 (Range: 1025 to 65535, Default: 1812)

RADIUS Key ananenn

Encryption Algorithm @ AES TKIP TKIP&AES

Key Update Interval ] Second (Range: 60 to 99999. 0 indicates no upgrade)

Save Cancel

2. CGonfigure RADIUS clientExampleWindows 2003)
(1) Configure a RADIUS client.

In the Computer Managementlialog box, doublelickInternet Authentication
Service rightclickRADIUS Clientgind chooséNew RADIUS Client
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¢ Internet Authentication Service

File  Action “iew Help
e | Bm e RE| 2

ioh Service [Local] Friendly Mame | Address

' Now RADIUS Cliont I There are nioitems ta show in Hhis view,
% Remate Access M »
EI{:l Connection Red oo
% Cannection ey ;
{1 Remate R
Refresh
Ewport Lizt...
Help
KU — 2
|New Clignt | |

Enter a RADIUS client nangeyicename of the ARs recommendeyland the IP
address of the AP, and cliblext.

New RADIUS Client [ %] I

Name and Address

Type a friendly name and either an IP Address or DNS name for the client.

Friendly name: | root

Client address !IP or DNS [
192.168.0.254 Verify... |
IA\

IP address of the
AP

< Back I Mext > I Cancel
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Enter12345678n the Shared secreand Confirm shared secrdext boxes, and
clickFinish

Shared secret should be the same as
that specified by RADIUS Password on
the AP,

(2) Configure a remote access policy.

RightclickRemote Access Policiesid chooséNew Remote Access Policy
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